
Flip over for your next challenge

Period 6 Task 1

Computer Security

Technology

Earn This NuggeT

Cragsman

3

1. You want a firewall. Your firewall is your castle guard that only let’s people (programs) 
in that are on the list. Computers come with a firewall as a standard feature. Frankly, 
they have a vested interest to secure you. Their reputa琀椀on and sales are affected by it. 

2. An琀椀virus so昀琀ware. Chances are, especially if you have a PC, your computer came with 
a limited 琀椀me use an琀椀virus so昀琀ware. There are a number of highly rated free virus 
protec琀椀on programs out there. Do your research. Every techy 
has a different opinion, but you want something for 
sure.
3. An琀椀-spyware so昀琀ware can be installed. This 
will combat so昀琀ware that can infect your 
computer to harvest your personal informa琀椀on 
and send it to a third party. A good spyware 
so昀琀ware and an琀椀virus will auto-update to give 
you the latest protec琀椀on.
4. Complex and secure passwords are a must. A 
hacker can break a six-digit lower case 
password in six minutes or less. Make it 
eight-digit, include uppercase le琀琀ers, numbers, 
and symbols.
5. Your web browser has se琀�ngs that can offer 
a lot of protec琀椀on from websites desiring to 
track you. Consider eleva琀椀ng your privacy and 
security op琀椀ons.
Anyone can be infected and these are good steps. However, in reality, you are at far 
greater risk if you go to suspect sites. Online gaming sites and torrent sites are rife for 
this sort of problem. Never open an email or click on an email file you don’t know the 
origin of. Ignore a pop-up telling you that you are infected. It will probably infect you if 
you click on it. I have even received phone calls from people wan琀椀ng to fix my computer 
claiming to be from Microso昀琀. Don’t trust anything and be very careful where you 
download from. Download.com is s琀椀ll a safe site as far as I know and will give you access 
to most legi琀椀mate so昀琀ware you might need. But even this site will try to load 
you up with so昀琀ware you don’t want. Read everything. Be slow to click, my 
friend.

When you go online, there are untold en琀椀琀椀es that will try to 
a琀琀ack your computer one way or another. Going online without 
protec琀椀on would be like a knight charging into ba琀琀le with 
nothing but sunscreen. Thankfully, there are some simple things 
you can do to offer general protec琀椀on. And let me make it clear, 
this is not a PC problem; Mac’s are now suscep琀椀ble to security 
issues. The opportuni琀椀es for a琀琀ack are increasing every day.

* Research methods of protec琀椀ng home computers including firewall, 
an琀椀virus, an琀椀-spyware, and browser se琀�ngs.
* Create a couple of complex passwords that you can easily remember.
* Review your browser security and privacy se琀�ng. Consider the pros 
and cons of increasing these se琀�ngs.
* Present your parents with a bulletproof computer protec琀椀on strategy.
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